50 anos da Internet:
Origem, Presente e Futuro(?)

Edmundo de Souza e Silva’

Universidade Federal do Rio de Janeiro
"Programa de Engenharia de Sistemas e Computagdo, COPPE

2019

E. de Souza e Silva 50 anos Internet



Introdugéo

Perguntas

@ Vocé usa a Internet?

E. de Souza e Silva 50 anos Internet



Introdugéo

Perguntas

@ Vocé usa a Internet?
@ Vocé sabe o0 que é a Internet?

E. de Souza e Silva 50 anos Internet



Introdugéo

Perguntas

@ Vocé usa a Internet?

@ Vocé sabe o0 que é a Internet?

@ Vocé sabe que a Internet é considerada uma das
realiza¢des da Engenharia de maior impacto do segulo
207

@ por que sera?

E. de Souza e Silva 50 anos Internet



Introdugéo

Perguntas

@ Vocé usa a Internet?

@ Vocé sabe o0 que é a Internet?

@ Vocé sabe que a Internet é considerada uma das
realiza¢des da Engenharia de maior impacto do segulo
207?

@ por que sera?

@ Quando surgiu a Internet?

E. de Souza e Silva 50 anos Internet



Introdugéo

Perguntas

@ Vocé usa a Internet?

@ Vocé sabe o0 que é a Internet?

@ Vocé sabe que a Internet é considerada uma das
realiza¢des da Engenharia de maior impacto do segulo
207?

@ por que sera?
@ Quando surgiu a Internet?
@ Quais os motivos que levaram a criagdo da Internet?
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Introdugéo

Internet faz 50 anos

@ Em 29 de Outubro de 1969 o primeiro pacote de
informacao foi enviado da UCLA

@ Workshop na UCLA em 29 de Outubro de 2019!

INTERNET

S oitio01e
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@ Fazer um breve histérico
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Internet?
@ Falar sobre o presente
o Aplicagdes
e Falar um pouquinho sobre a pesquisa atual no grupo que
coordeno na COPPE.

E. de Souza e Silva 50 anos Internet



Introdugéo

A Palestra

@ Fazer um breve histérico
@ Qual a importancia da ciéncia no desenvolvimento da
Internet?
@ Falar sobre o presente
o Aplicagdes
e Falar um pouquinho sobre a pesquisa atual no grupo que
coordeno na COPPE.

@ Consideracbes sobre o futuro.

E. de Souza e Silva 50 anos Internet



Introdugéo

A Palestra

@ Fazer um breve histérico

@ Qual a importancia da ciéncia no desenvolvimento da
Internet?
@ Falar sobre o presente
o Aplicagdes
e Falar um pouquinho sobre a pesquisa atual no grupo que
coordeno na COPPE.

@ Consideracbes sobre o futuro.
@ Facam perguntas
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Beginning

In the Beginning

In the Beginning




O que é a Internet para vocé
[ ]

O que é a Internet?
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O que é a Internet para vocé
000000000

O que é a Internet?

Evolucao
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O que é a Internet para vocé
0000000000

Historico

Inicio

@ Necessidade de COMPARTILHAR RECURSOS
@ Acesso remoto a recursos
@ 0 que é um RECURSO?

@ Custo de hardware baixando
@ “Inteligéncia” para compartilhar recursos
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O que é a Internet para vocé
[e]e] lelelelelele]e]

Historico

O que existia?

@ Rede Telefénica
Y0
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O que é a Internet para vocé
[e]e]e] lelelelele]e]

Historico

@ Leonard Kleinrock descreve os principios da tecnologia de
comutacao por pacotes

@ University of California, Los Angeles (UCLA) ganha a
proposta para implementar a primeira rede de comutacao
por pacotes junto com a BBN.
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O que é a Internet para vocé
[e]e]e]e] Telelele]e]

Historico
UCLA

Before the Beginning!
- 1957 Sputnik launched
* 1958 ARPA formed as a response

+ 1959-62 Len Kleinrock creates a mathematical
theory of packet networks at MIT
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O que é a Internet para vocé
[e]e]e]e]e] lelele]e]

Historico
UCLA

UCLA selected to be the first node

and serve as Network Msmnt Center
(Jan-Aug) BBN & UCLA are Busy!
UCLA puts out Press Release

8/29 BBN sends first switch to UCLA
9/2 First data moves from IMP UCLA
UCLA Host to UCLA switch Oﬂﬁ
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O que é a Internet para vocé
000000e000

Historico
UCLA
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O que é a Internet para vocé
0000000 e00

Historico
UCLA

@ Qual foi a primeira mensagem enviada na Internet?
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O que é a Internet para vocé
0000000 e00

Historico
UCLA

@ Qual foi a primeira mensagem enviada na Internet?
e LO
@ Por que?
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O que é a Internet para vocé
0000000080

A Ciéncia por tras da Internet

@ Compartilhamento eficiente de recursos
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O que é a Internet para vocé
0000000080

A Ciéncia por tras da Internet

@ Compartilhamento eficiente de recursos
@ Comutacao por pacotes
e o0 que € Comutagao por pacotes?
@ Informacao é dividida em pequenos pacotes?
@ Pacotes enviados independentemente
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O que é a Internet para vocé
0000000080

A Ciéncia por tras da Internet

@ Compartilhamento eficiente de recursos
@ Comutacao por pacotes
@ 0 que é Comutagao por pacotes?
@ Informacao é dividida em pequenos pacotes?
@ Pacotes enviados independentemente
@ Por que é eficiente?
@ SO UsO se preciso
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@ What are the problems?
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O que é a Internet para vocé
000000000 e

Resource Sharing

@ What are the problems?

@ Are the solutions proposed efficient?

@ One abstraction: a queue

@ The Internet used basic queueing theory since its inception
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O que é a Internet para vocé

®000000

Resource Sharing

Queues

@ Queues are everywhere

_

arrival s
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O que é a Internet para vocé
@®000000

Resource Sharing

Queues

@ Queues are everywhere
@ Why queues naturally arise?
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O que é a Internet para vocé
@®000000

Resource Sharing

Queues

@ Queues are everywhere
@ Why queues naturally arise?
@ Contention for resources

@ communication line

o disks

e CPU

o !

_
_—

arrivals departures
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O que é a Internet para vocé
O@00000

Resource Sharing

Queues
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O que é a Internet para vocé

Na UCLA

= “y’«J-E 1:50:55
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O que é a Internet para vocé
000e000

A Ciéncia por tras da Internet

redes
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O que é a Internet para vocé
000000

A Ciéncia por tras da Internet

@ A Internet e a Web: muitos problemas reais interessantes
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O que é a Internet para vocé
0O0000e0

Wireless: distributed queue

@ How to share the wireless channel among users?
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Wireless: distributed queue

@ How to share the wireless channel among users?
o User can send data at any time.
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Wireless: distributed queue

@ How to share the wireless channel among users?
o User can send data at any time.
o Users do not know when other users want the channel.
Therefore, we cannot form a simple queue of requests.
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O que é a Internet para vocé
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Wireless: distributed queue

@ How to share the wireless channel among users?
o User can send data at any time.
@ Users do not know when other users want the channel.
Therefore, we cannot form a simple queue of requests.
@ we want to avoid a central controller.

IHTERRET &——— [SL ! CagLE
Madem

Nl iralass
Roser
Dame Etaton agupped
vl ie | ens Ad dpler

Db Cormgiita: wih

B Effenme! P

ﬂ : ,;_-.

Drezhicg Compeier with
PCNCIA Cass & USB

E. de Souza e Silva 50 anos Internet



O que é a Internet para vocé
0O0000e0

Wireless: distributed queue

@ How to share the wireless channel among users?

o User can send data at any time.

@ Users do not know when other users want the channel.
Therefore, we cannot form a simple queue of requests.

@ we want to avoid a central controller.

@ A simple proposal?
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O que é a Internet para vocé
0O00000e

Wireless: a simple protocol

@ If a user wants to send data she simply sends
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@ If a user wants to send data she simply sends
@ A conflict may arise — data is lost
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@ If conflict, user resends data at later time
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O que é a Internet para vocé
0O00000e

Wireless: a simple protocol

@ If a user wants to send data she simply sends
@ A conflict may arise — data is lost

@ User may detect conflict (loss of data)

@ If conflict, user resends data at later time

@ Question: is this scheme efficient?
(What is efficient?)
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Enorme numero de aplicac6es

@ Teia de aplicacdes interligadas
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Examples
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@ Data: connections between webpages

@ Question: which webpage to suggest to a web user?
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Biitorrent fracker Wentifies the vwarm and
hetps the chent saltware rade pices
of the file you ware with athe LT

@ Scalability issues
@ Design more robust systems

e Souza e Silva 50



Example

@ publisher unavailability can be severe: a large numbers of
swarms have no publishers for a large fraction of time.
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Example

@ publisher unavailability can be severe: a large numbers of
swarms have no publishers for a large fraction of time.

@ In the absence of publishers, peers may not be able to
reconstruct their files

@ If a peer arrives after the initial popularity wave, content is
likely to be unavailable and peer must wait until publisher
reappears
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Example

@ publisher unavailability can be severe: a large numbers of
swarms have no publishers for a large fraction of time.

@ In the absence of publishers, peers may not be able to
reconstruct their files

@ If a peer arrives after the initial popularity wave, content is
likely to be unavailable and peer must wait until publisher
reappears
What is the dependence of the swarm on the publisher?

8

E. de Souza e Silva 50 anos Internet



E. de Souza e Silva 50 anos Internet






E. de Souza e Silva 50 anos Internet









Y

peers that complete L L
download depart ‘

o A

mms @ i-'
---@

E. de Souza e Silva 50 anos Internet



®

PBOBLEM: EEe
Missing piece ‘
Need publisher

A

® -
e @ @ a

E. de Souza e Silva 50 anos Internet



. /

mme @

E. de Souza e Silva 50 anos Internet



P2P

Scalability

@ Does the solution scales with number of users?
Are there fundamental limitations?
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Videoaulas

Exemplos

CEDERJ

Aula 001 - Introducao

re——— T Roteiro:

. « Sistemas Operacionais
P = Livro texto (basico)
‘ Sistemas Operacionais i foth (o aewentan
« Objetivo
« Ementa
= Aula 1: Introduco
o Conteddo
© Organizagio de computadores.
OSistema de computacio
DOArquitetura de um sistema
de computagio
o Sistemas operacionais
OMultiplexacao dos recursos
por tempo

8
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Videoaulas

Exemplos

COURSERA - Exemplo de videoaula no exterior

STANFORD

UNIVERSITY

Algorithms: Design and
Analysis, Part 2

Tim Roughgarden, Associate Professor

In this course you will leam several fundamental principles of advanced
algorithm design: greedy algorithms and applications; dynamic programming
and applications; NP-completeness and what it means for the algorithm
designer, the design and analysis of heuristios; and more.

Current Session:

Dec 3rd 2012 (6 weeks long) SignUp

Workload: 57 hours/wesk

Courses

Universities About v

215 0

W iweet| [ 1

Login

w14k

EiLike

50 anos Internet




Videoaulas

Exemplos

site: Videoaula@RNP

Videoaulas do curso CEDERJ e outras também podem ser encontradas no
site da RNP: procure por videoaula@RNP no Google acesso ¢ livre

‘ CONTEUDISTAS ‘ AREAS DO CONHECIM

LOGIN » « Saiba mais | Politica de uso | Contato

VIDEOAULAS EM DESTAQUE

Repes COMPLEXAS

Vil Workshop Computacio CEDER)
Culibro 205t ESTATISTICAS

© 3 semanas, 1¢
de contetdo

© 858 videoaulas
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Videoaulas

Exemplos

RNP-CEDERJ

=4

Servidores

@ POP RNP
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A Few Topics

A
Wireless networks, Cellular networks including 5G and beyond, Vehicular
networks, Dynamic spectrum sharing, Interference management and
mitigation, MIMO-based networking, Mobile sensing and applications,
Mobility management and models, Innovative Internet architectures, Internet
of Things and Cyber-physical systems, Software-defined Networking and
Radio, Optical networks, Overlay and peer-to-peer networks, Energy
efficiency in networks, Machine Learning and Al for networks, Datacenter
networking, Localization and location-based services, Multimedia networking,
Network management, Network measurement and analysis, Network security
and privacy . ..
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Futuro
Futuro

O Futuro (?77?)




The Internet of Everything
“the intelligent connection of people, process, data and
things.”
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Futuro

Internet of Things
XXX
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Futuro

Vehicular Networks
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Futuro

Information Centric Networks

@ Addresses scalability challenges for content dissemination
@ ICNs: focus is on content, rather than on hosts
@ Issues: Cache-network architecture, etc
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Futuro

Information Centric Networks

Publishing % | I
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Tier M = / o —— Request Flow
Random Walk
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Stored Content
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Futuro

Internet Quantica
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Futuro

Internet Quantica

@ quantum memories to store qubits
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Futuro

Internet Quantica

@ quantum memories to store qubits
@ generate link Bell states (entanglements)
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Futuro

Internet Quantica

@ quantum memories to store qubits
@ generate link Bell states (entanglements)
@ transfer quantum states directly between nodes

@ propagate entanglements
o destructive Bell state measurement

Alice link-level entanglements Bob

qubit tobe [ o / \
transmitted —e®
|

Alice measurement Bob
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Internet Quantica

@ quantum memories to store qubits
@ generate link Bell states (entanglements)

@ transfer quantum states directly between nodes
@ propagate entanglements
o destructive Bell state measurement




Futuro

Some Projects of our Group

Current Projects of our Group




Objectives

Motivation

@ Measurement, modeling and analysis have been essential
areas of research since the dawn of the Internet.

@ UCLA was the ARPANET Network Measurement Center.

E. de Souza e Silva 50 anos Internet



Objectives

Motivation

H. James Harrington: former IBM, CEO Harrington
Management Systems, author, etc

Measurement is the first step that leads to control and
eventually to improvement. If you can’t measure something,
you can’t understand it. If you can’t understand it, you can’t
control it. If you can’t control it, you can’t improve it.
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Objectives

Objective

@ Focus: lightweight measurements performed at home
gateway routers.
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@ Focus: lightweight measurements performed at home
gateway routers.

@ ... and data analysis.
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Objective

@ Focus: lightweight measurements performed at home
gateway routers.

@ ... and data analysis.

@ Home routers are conduit to home devices — ideal place
to implement measurement functionalities.
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Objectives

Objective

@ Focus: lightweight measurements performed at home
gateway routers.

@ ... and data analysis.

@ Home routers are conduit to home devices — ideal place
to implement measurement functionalities.

@ Project: collaboration among Brazil and the USA (UFRJ
and UMass), Gigalink and Anlix incubated at UFRJ for data
gathering and analysis.
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Objectives

Objective

Three issues:
Issue 1: Automatically detect problems in the network.
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Three issues:
Issue 1: Automatically detect problems in the network.
Issue 2: Assess quality of experience (QoE) of residential users.
Issue 3: Analyze traffic: try to find traffic profiles.
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Objectives

Objective

Three issues:
Issue 1: Automatically detect problems in the network.

Issue 2: Assess quality of experience (QoE) of residential users.
Issue 3: Analyze traffic: try to find traffic profiles.
Issue 4: investigate DDoS detection at the network edge.

8
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Measurement
Measurement Infrastructure

@ Partnership University + ISP + startup at COPPE/UFRJ

D Server
-——

E. de Souza e Silva 50 anos Internet



Measurement

Measurement Infrastructure

@ Partnership University + ISP + startup at COPPE/UFRJ
@ Data collection campaign at the network edge

D Server
-——
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Measurement

Measurement Infrastructure

@ Partnership University + ISP + startup at COPPE/UFRJ
@ Data collection campaign at the network edge
@ Almost 4,000 homes collecting data (and growing)

D Server
-——
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Measurement

Measurement Infrastructure
Data

@ Traffic (byte counts and packet count): download/upload

D Server
-——
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Measurement

Measurement Infrastructure
Data

@ Traffic (byte counts and packet count): download/upload
@ loss rate, latency

D Server
-——
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Measurement

Measurement Infrastructure
Data

@ Traffic (byte counts and packet count): download/upload
@ loss rate, latency
@ processor load, etc.

D Server
-——
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Measurement

Measurement Infrastructure
Data

@ Traffic (byte counts and packet count): download/upload
@ loss rate, latency

@ processor load, etc.

@ WiFi: transmission rate, SNR, etc.

D Server
-——
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Measurement

Measurement Infrastructure
Data

@ Traffic (byte counts and packet count): download/upload
@ loss rate, latency

@ processor load, etc.

@ WiFi: transmission rate, SNR, etc.

@ measurement intervals: 1 minute: Large number of time
series

D Server
-——
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Measurement

Example: data collection infrastructure

Dashboard ¢/ coleta Wi-Fi -

Histérico de Taxa de Upload (Bytes) Historico de Taxa de Download (Bytes)
40Mbps
30 Mbps
20 Mbps
10 Mbps

Obps

1600 2000
2019-10-14 11:38:00  syerage(im)

—average(1m): 54kbps

Histérico de Taxa de Upload (Pacotes) Historico de Taxa de Download (Pacotes)
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Measurement

@ Perform extensive data analysis: Machine Learning
techniques

Home Router ‘ .i .

Server
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Measurement

@ Perform extensive data analysis: Machine Learning
techniques

@ Apply unsupervised learning techniques of
spatial/temporal patterns to identify anomalous behavior.
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Measurement

@ Perform extensive data analysis: Machine Learning
techniques

@ Apply unsupervised learning techniques of
spatial/temporal patterns to identify anomalous behavior.

@ |dentify changes (traffic, etc.) and automatically infer
possible causes of these changes.

0.
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Measurement

@ Perform extensive data analysis: Machine Learning
techniques

@ Apply unsupervised learning techniques of
spatial/temporal patterns to identify anomalous behavior.

@ |dentify changes (traffic, etc.) and automatically infer
possible causes of these changes.

@ New perspectives to understanding behavior of domestic
networks

0.

Server
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A lightweight approach for DDoS
detection at home gateways




Objective

@ DDoS attacks are prevalent!
more than 1/3 of class C active networks were targeted by
this kind of attacks (2015 and 2017)

@ Continuing report updates (2018/2019):
“... despite the law enforcement efforts, DDoS attacks
remain a real threat to business”, DDoS report May 21,
2019.

@ How to detect problems and react fast?
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DDoS detection

@ Simplicity: Methodology — simple enough to scale;
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DDoS detection

@ Simplicity: Methodology — simple enough to scale;
@ Locality: Detection of problems close to the source;
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DDoS detection

@ Simplicity: Methodology — simple enough to scale;
@ Locality: Detection of problems close to the source;
@ Efficiency: fast attack identification;
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DDoS detection

@ Simplicity: Methodology — simple enough to scale;
@ Locality: Detection of problems close to the source;
@ Efficiency: fast attack identification;

@ Minimalism: collect a minimum amount of information at
the home-routers.
(avoid interfering with performance and invading users’
privacy.)
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DDoS

Lightweight Approach For DDoS detection

@ Question:
Is it feasible to detect DDoS attacks, in an extremely
lightweight fashion, without relying on information from
packet headers?
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DDoS

Lightweight Approach For DDoS detection

@ Question:
Is it feasible to detect DDoS attacks, in an extremely
lightweight fashion, without relying on information from
packet headers?

@ Methodology
@ Machine learning techniques!
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A few Results

Example: Classification Results

Botnet Accuracy | Precision | Recall F1 Score
Mirai/BASHLITE | 0.999688 | 0.997151 | 0.992361 | 0.994751

@ Different types of attacks (e.g. TCP ACK flood, etc.).
Real attack code.

@ Considered different ML models

@ Detecting DDoS attacks requires identification of subtle
patterns in the baseline home-user traffic.

@ Did not use packet headers
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A change point detection problem

Inferring network problems and
QoE from the edge




Inferring network problems from the edge

@ Objective:

e automatic problem identification:
Congestion, equipment problems, attacks
e Temporal pattern identification from data collected
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Inferring network problems from the edge

@ Objective:
e automatic problem identification:
Congestion, equipment problems, attacks
e Temporal pattern identification from data collected
@ Issues:

@ Is the user QoE affected?
@ Can we correlate QoS metrics with technical call to ISP call
center?
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Inferring network problems from the edge
Methodology

@ Machine learning approaches for detecting and locating
network problems.

@ Construct models to detect statistical changes: Change
Point Detection problem.

@ Spatial-time correlations using ISP network topology.
@ Locate root causes
@ QoE
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Inferring network problems from the edge

Dataset and model

@ 2485 clients between 08/08/2018 e 23/09/2018

E. de Souza e Silva 50 anos Internet



Inferring network problems from the edge

Dataset and model

@ 2485 clients between 08/08/2018 e 23/09/2018
@ Packet loss model.
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Inferring network problems from the edge

Dataset and model

@ 2485 clients between 08/08/2018 e 23/09/2018
@ Packet loss model.

@ 51041 time series for training.
25700 time series for testing.
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Inferring network problems from the edge

Change point detection problem
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Inferring network problems from the edge
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Inferring network problems from the edge
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Inferring network problems from the edge
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Inferring network problems from the edge

Simbolo Observavel

1 3 5 7 9 11 13 15 17 19 21
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Additional Results

@ Considering phone calls to the Call Center (technical
complaints), associated with nodes connected to
home-router performing measurements:

The method identified 95% of phone calls.
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Additional Results

@ Considering phone calls to the Call Center (technical
complaints), associated with any nodes in topology: The
method identified 89% of phone calls.
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Learning Traffic Profiles from the
Edge




Traffic

Learning Traffic Profiles from the Edge

@ Obijective:

e Understand characteristics of traffic generated by home
users

e How to extract meaningful features from dataset, preserving
users’ privacy (e.g., assuming that traffic is fully encrypted)
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Traffic

Learning Traffic Profiles from the Edge

@ Obijective:

e Understand characteristics of traffic generated by home
users

e How to extract meaningful features from dataset, preserving
users’ privacy (e.g., assuming that traffic is fully encrypted)

@ Methodology: based on Machine learning techniques
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Traffic

Learning Traffic Profiles from the Edge

@ Median download and upload traffic per minute for all
user-day of each cluster.

Mediana do Trafego de Download

20M8
80MB Cluster
70M8 —a
8
60MB
50MB <
—0
40M8 E
30 MB %
Jome \ Conjunto
\ — Treinamento
10 M8 \
Teste
P PP PP S PSSP P o
P PP PP PP PSP S S P
% A Y 4T 4T 8 ¢ 4T ¥ oY T A
Mediana do Trafego de Upload
300.0 kB
Cluster
2500 KB — A
[}
20008 c
1s00ks M\ — o
% 3
100.0 kB \ % Conjunto
"\ % — Treinamento
. - Teste
I I I T T T N S S N P S S S
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Traffic

Learning Traffic Profiles from the Edge

@ User profile for a month.
(A, B, C, D, E are clusters - user-day pattern).
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Obrigado

OBRIGADO
PERGUNTAS?
www.abc.org.br/~edmundo
www.land.ufrj.br/~edmundo
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